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BUET Pattern- NPCBL Engineer (Software/Programming)

SL

Subject

Details Syllabus for BUET Pattern

Exam-
01

C Programming,
OOP Output
problem,
Conceptual
problem

1-D array, 2-D array, pointer, call by reference & call by
value, array reverse, leap year check, series related
problem, pattern related problem, Fibonacci series,
palindrome number, prime number, Armstrong number,
String related problem, string compare, reverse, number
division, separation of digiti, summation of digit,
transpose of matrix, matrix sum, multiplication, find
highest lowest value, file related problem like append,
adding two sorted or unsorted arrays, sorting an array,
find/duplicate specific word/number or digit, perfect
number, Recursion Problem, Problem of quadratic
equation, value replace in ¢, removing character/string
from a string. Binary Search, Linear Search, Merge Sort,
Quicksort, Radix Sort, Bubble Sort, check odd-even
number, Which language is interpreted or compiled
Output: indiabix, examveda, geeksforgeeks,
tutorialspoint, javatpoint, gate cs. (https:/gateoverflow.in/)
Inheritance, Abstraction, Polymorphism, Function
Overloading, overriding, Late binding, dynamic binding,
Java interface, Extends Runnable, Java Inheritance
problem, Java variable instance, Java Lamda Expression,
Functional Interface in Java, Object initialization

Practice: calculation of electricity bill, gas bill or others
bill, tax return, salary calculation etc

HTML,
JavaScript,
regarding these
and related with
job exam

CSS,

HTML head, body, meta, heading, hyperlink practice,
Paragraph, CSS inline or external, basic functionalities
like == ===; validate a number/email/phone or
checking password, PHP how to connect with database,
making a webform, pass data with the form and insert
into database. Registration, Login Practice, Json.

Computer
Fundamentals,

Computer Fundamentals:
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Database

[NPCBL] [Suggestions]

Distributed DBMS, DDL, DML, views, truncate, Various
Key, ACID Properties, relational database, Degree of
relationship,  ¢onfidential,  integrity, = Functional
Dependency, ER Diagram symbol and Drawing,
Indexing, B+ tree, B-tree, Hashing techniques, Basic to
advance SQL query, trigger, View, Procedure, SQL
Function, Join, Create, Update, Delete. Transaction,
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5 Operating OS Definition, Functions, Multitasking, multiprocessing,
System multi-programming, multi-threading, mount point in
linux, thrashing, Open Source, 32-bit & 64-bit, Process,
Threads, PCB, Fork, State of Process, Symmetric &
Assymmetric

Deadlock, Deadlock conditions, Resource Allocation, 4
Conditions

Paging, Segmentation, small Page Size in memory,
Demand Paging, Page Fault, Virtual MemoryPage
Replacement Algorithm, FIFO, LIFO, LRU, Scheduling
Algorithms: FCFS, SJF, Round Robin, SRTF, Priority
Scheduling, Preemptive, Nonpreemptive, Semaphore,
Kernel, Micro, Macro Kernel, Shell vs Kernel, Linux
Commands & shell Scripts, Mathematical Problem
regarding page fault, logical address, physical address,
rocessor, page size.

Binary Systems and Number Conversion:
Binary-Decimal-Octal-Hexadecimal Conversion
Gray Code, Excess-3, Parity Code

Boolean Algebra and Logic Gates
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Full Adder, Half Adder, 3-bit adder, X-OR, AND gates, Multiply
bit,Sum of product, product of sum, universal gate, Basic gates
Or, AND, XOR, NAN, NOR, ALU Design,

Simplifications of Boolean Functions

K-map, (3 variable & 4 variable), F =A , F =A+B, A=A+B’, F=
A-1 @351 ALU Design, Simply Boolean Expression, SOP, POS,

Decoder, Encode Design, Prime implicants,

Combinational Logic

4*1 MUX, 4/16 line decoder from 2/4 line decoder, 8*1
multiplexer, 6*1 MUX by using 2*1 MUX, 3 input NAND Gate
using 4*1 MUX, 2*4 decoder using basic gates, 3-8 decoder
using 2-4 decoders.

Sequential Logic, Flip Flop

Design a Down Counter, Design an asynchronous counter using
any flip flop. latch and flip flop, describe synchronous sequential
circuits, D-Flip Flop into T-FF adding logic circuits, state
diagram of a digital circuit,

Counter, Registers & clock

mod-6 counter using T Flip-flops, logic diagram of MOD-12 Up
counter using only T FF, convert a 100 MHz clock to 50 MHz
and 25 MHz by only using D flip-flops? four type of Register

Software
Engineering

SDLC, Software maintenance life cycle, Steps of Physibility
Study, Waterfall Model, Agile Model, Protype Model, SCRUM
Model, Spiral Model.

UML Diagram, Use Case diagram, Class Diagram, Satte
Diagram.

Design Pattern: MVC, Observer Pattern, Singleton Design
Pattern, Strategy design pattern,

Software Testing: Cohesion & Coupling, Unit Testing,
Acceptance Testing, Black Box, White box, Gray Box Testing,
Regression Testing, Alpha testing, Beta testing, Gamma
Equivalence Partitioning, Smoke Testing, Boundary Value
Analysis. Functional, Non-functional Testing.

Pert Chart, Critical Path, Decision tree build, buy & customize,
Reason for failure of a software project.

Software Validation & Verification, Application framework,
DSS, MIS, Git, Docker, UI/UX design, Socket, Get, Post,

DFS, Microservice Architecture, Defect removal efficiency

Compiler
Design, Theory
of Computation,
Machine

NFA, DFA, NFA vs DFA, Regular Expression, Context
Free Grammer, Turing Machine.
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Engineer (Cyber Security), NPCBL
Cyber Security Job Exam Suggestions

. Cyber Security Basics

Cyber Security §1?

CIA Triad
v Confidentiality
v’ Integrity
v Availability

Authentication vs Authorization
Accountability

Non-Repudiation

Risk, Threat, Vulnerability, Exploit
Attack Surface

ST o

Threat @ Vulnerability @3 s $1?
CIA Triad 35125 <

Authentication ¢ Authorization €3 txy

Aty fere |

2. Information Security
Security Principles

3

Least Privilege

Need to Know
Separation of Duties
Defense in Depth
Security Controls
Administrative Control
Technical Control
Physical Control
Data Classification
Public

Internal
Confidential
Restricted

. Common Cyber Attacks

Malware Attacks

Virus

Worm

Trojan Horse
Spyware
Adware
Rootkit
Keylogger
Ransomware

Botnet

Important Questions

Virus @ Worm &3 St i<y $1?
Trojan TSI F1er FCI?
Ransomware (2 T e[ GoAlg 17

. Social Engineering Attacks

Phishing

Spear Phishing
Whaling
Smishing
Vishing

Baiting
Tailgating
Shoulder Surfing

Exam Focus

Phishing Attack 1?
Spear Phishing 8 Phishing @3 27|

. Password Security

Strong Password

Password Policy

Password Hashing

Salt

Brute Force Attack

Dictionary Attack

Rainbow Table Attack
Multi-Factor Authentication (MFA)

. Cryptography Encryption

Symmetric Encryption

v AES
v' DES
v" 3DES
Asymmetric Encryption
v RSA
v' ECC
Hashing
MD5
SHA-1
SHA-256

Digital Signature
PKI (Public Key Infrastructure)
Important Questions

Encryption @ Hashing @3 #i7|
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RSA 1?
Digital Signature 3 J15r $1?

. Network Security

Devices

Firewall

IDS

IPS

Proxy Server

VPN

Concepts

NAT

VLAN

DMZ

ACL

Protocol Security
HTTPS

SSL/TLS

SSH

IPSec

Frequently Asked
Firewall ¥1?

IDS @ IPS @3 i1<7 |
VPN (& 3929 341 277

. Network Attacks

DoS & DDoS
Man-in-the-Middle (MITM)
ARP Spoofing

MAC Flooding

DNS Spoofing

IP Spoofing

Session Hijacking

Packet Sniffing

Important Questions

DDoS Attack JI?

MITM Attack FrSIa Fie FC?

9. Web Application Security
OWASP Top 10

R G

SQL Injection

Cross Site Scripting (XSS)

Cross Site Request Forgery (CSRF)
Broken Authentication

Security Misconfiguration
Sensitive Data Exposure
Important Questions

[NPCBL]

e SQL Injection J?
e XSS Attack SI?
o CSRF Attack sI?

[Suggestions]

10. Server Security Windows Server Security

e Active Directory
e Group Policy
e NTFS Permission
Linux Server Security
¢ File Permission (chmod)
e sudo
e SSH Hardening
Server Protection
e Patch Management
e Backup
e Antivirus
e Log Monitoring
11. Server Related Attacks
e Privilege Escalation
e Remote Code Execution (RCE)
o Buffer Overflow
e Directory Traversal
o Zero-Day Attack
e Backdoor Attack
Important Questions
o Buffer Overflow JI?

e Zero-Day Vulnerability S1?

12. Email Security

e SMTP

e Spam

¢ Phishing Mail
e SPF

e DKIM

e DMARC

13. Cloud Security
¢ Shared Responsibility Model
e |AM
e Data Encryption
e Cloud Risks
e Public, Private, Hybrid Cloud

14. Incident Response
Steps

1. Preparation

2. Identification
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3. Containment
4. Eradication
5. Recovery
6. Lessons Learned
15. Digital Forensics
e Evidence Collection
e Chain of Custody
e Log Analysis
e Disk Forensics
e Memory Forensics
16. Security Standards & Organizations
Standards
e 1SO 27001
e NIST Cyber Security Framework
e PCIDSS
Organizations

e CERT
e CISA
e OWASP
Use entity references:
e OWASP
e NIST
e CISA

Top 20 MCQ Exam Focus (Must Read)
1. CIA Triad JI?

2. Virus € Worm @3 17|
3. Trojan Horse JI?

[NPCBL] [Suggestions]

4. Phishing Attack 1?

5. Brute Force Attack JI?

6. Firewall &3 Ffer FI?

7. IDS ¢ IPS &% #{17 |

8. VPN 3P

9. DDoS Attack J1?

10. MITM Attack S1?

11. SQL Injection F1?

12. XSS J?

13. CSRF SI?

14. AES (9 49¢3d Encryption?

15. RSA (9 €349 Encryption?

16. Hashing 1?

17. Digital Signature J1?

18. Buffer Overflow F1?

19. Zero-Day Vulnerability FI?

20. Incident Response @ €2 e 1?
T4 SR T A e ¢fb b

Network Security

Cryptography

Malware & Cyber Attacks

Web Security (SQL Injection, XSS, CSRF)
Server Security (Linux/Windows, Firewall,
VPN, IDS/IPS)

ek L=

https://www.facebook.com/csecareermasterguide/

https://facebook.com/duranta.app

https://www.facebook.com/groups/govtese.itjob/
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Engineer (Server), NPCBL
Server/Data Center related Job Exam Suggestions

1. Server Fundamentals (Most Important)
What is a Server?
A server is a computer system that provides services, resources, or data to other computers
(clients) over a network.
Key Characteristics

e High Performance

e High Availability

o Reliability

o Scalability

¢ Redundancy
Important Questions

e Whatis a server?

o Difference between Server and Client.

o Why are servers more reliable than PCs?

2. Types of Servers
Based on Services

Server Type Function

Web Server Hosts websites

File Server File sharing

Database Server Stores databases

Mail Server Email services

DNS Server Name resolution

DHCP Server IP allocation

FTP Server File transfer

Application Server | Runs applications

Proxy Server Security and caching

Print Server Printer management
Frequently Asked

e What is a DNS Server?
o Difference between Web Server and Application Server.
e What is DHCP?

3. Client-Server Model
Architecture

e Client
e Server
e Network

l|Page
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Client(local computer)

L
’ HTrPrequesl
y

PC

Web server Database

Laptop

SCALER

Topees

Three-Tier Architecture

Application Server Data Source

Client Applications

Types
2-Tier Architecture
Client <> Database Server
3-Tier Architecture
Client <> Application Server <= Database Server
N-Tier Architecture
Exam Focus
e Explain Client-Server Architecture.
o Difference between 2-Tier and 3-Tier Architecture.

4. Server Hardware Components
CPU
e Multi-Core Processor

[Suggestions]
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e Xeon Processor

RAM

e ECCRAM
Storage

e HDD

e SSD

e NVMe
Power Supply

¢ Redundant Power Supply
RAID Controller
NIC

¢ Network Interface Card
Important Questions

e What is ECC RAM?

o  Why is SSD preferred in servers?

5. RAID (Very Important)
RAID Levels
RAID Description
RAID O | Striping
RAID 1 | Mirroring
RAID 5 | Striping + Parity
RAID 6 | Dual Parity
RAID 10 | RAID 1 +RAID O
Exam Questions
o Difference between RAID 0 and RAID 1.
e Which RAID provides fault tolerance?
e Advantages of RAID 10.

6. Server Operating Systems

Linux
¢ Ubuntu Server
¢ CentOS
e Rocky Linux
e Debian
Windows

e Windows Server
Use entity references:

e Ubuntu Server

e Windows Server
Important Linux Commands

e pwd

o s

e cd

e mkdir
e chmod
e chown

[Suggestions]
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e top

o ps

e systemctl
Frequently Asked

e chmod command use.
« Difference between Linux and Windows Server.

7. Server Installation & Deployment
Steps

1. Hardware Setup
OS Installation
Network Configuration
Security Configuration
Service Installation
Backup Configuration

7. Monitoring
Important Concepts

e Bare Metal Server

e Rack Server

o Blade Server

e Tower Server

oA WwWN

8. Server Management
User Management

e User Accounts

e Groups

e Permissions
Performance Monitoring

e CPU Usage
¢ RAM Usage
e Disk Usage

o Network Utilization
Log Management

e System Logs

e Event Viewer
Patch Management

¢ Updates

e Security Patches

9. Server Security
Security Measures

e Firewall
e Antivirus
e IDS

e |IPS

e VPN

Access Control

4|Page
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e Authentication
e Authorization
e MFA
Important Questions
e Whatis Firewall?
e  Why is MFA important?

10. Data Center Fundamentals
What is a Data Center?

[Suggestions]

A facility that houses servers, storage devices, networking equipment, and supporting

infrastructure.
Components
e Servers
e Storage
¢ Network Devices
e Power Systems
¢ Cooling Systems
e Security Systems

11. Data Center Infrastructure
Power Systems

e UPS

¢ Generator

e PDU
Cooling Systems

e HVAC

e Precision Cooling
Fire Protection
e Smoke Detector
e Fire Suppression System
Physical Security
e Biometric Access
e CCTV
12. Data Center Standards
Tier Classification
Use entity references:
e Uptime Institute
Tier Availability
Tier | | Basic
Tier Il | Redundant Components
Tier lll | Concurrently Maintainable
Tier IV | Fault Tolerant
Exam Questions
o Difference between Tier lll and Tier IV.
13. Virtualization (Most Important)
What is Virtualization?

Creating virtual versions of servers, storage, networks, or operating systems.

5|Page
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Advantages
e Resource Utilization
e Cost Reduction

e Scalability
e Easy Backup
Types

e Server Virtualization
e Storage Virtualization
o Network Virtualization
e Desktop Virtualization
Hypervisor
Type-1 Hypervisor
(Bare Metal)
Examples:
e VMware ESXi
e Microsoft Hyper-V
Type-2 Hypervisor
Examples:
e Oracle VM VirtualBox
e VMware Workstation
Frequently Asked
e What is Hypervisor?

o Difference between Type-1 and Type-2 Hypervisor.

14. Cloud Computing (Very Important)
Definition

Cloud computing provides computing resources over the internet on demand.

Characteristics
¢ On-demand Service
e Broad Network Access
e Resource Pooling
e Rapid Elasticity
e Measured Service
15. Cloud Service Models
laaS
Infrastructure as a Service
Examples:
e Virtual Machine
e Storage
Paas
Platform as a Service
Saas
Software as a Service
Exam Focus

Model User Manages
laaS  OS + Applications
PaaS Applications

[Suggestions]
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Model User Manages

SaaS Only Usage

Frequently Asked

Difference among laa$, Paas$, SaaS.

16. Cloud Deployment Models

Public Cloud
Private Cloud
Hybrid Cloud
Community Cloud

Important Questions

Public Cloud vs Private Cloud.
What is Hybrid Cloud?

17. Major Cloud Providers

Amazon Web Services (AWS)
Microsoft Azure

Google Cloud Platform (GCP)
Oracle Cloud Infrastructure (OCI)
IBM Cloud

Frequently Asked

What is AWS?
Name three cloud service providers.

18. Storage Technologies

DAS

Direct Attached Storage

NAS

Network Attached Storage

SAN

Storage Area Network
Frequently Asked

Difference between NAS and SAN.

19. Backup & Disaster Recovery
Backup Types

Full Backup
Incremental Backup
Differential Backup

Concepts

RPO (Recovery Point Objective)
RTO (Recovery Time Objective)

Important Questions

Difference between Incremental and Differential Backup.

What is Disaster Recovery?

20. Most Important MCQs (Must Read)

1.

e wnN

What is a server?

Types of servers.

Client-Server architecture.

Difference between 2-tier and 3-tier architecture.
RAID 0, RAID 1, RAID 5, RAID 10.

[Suggestions]
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What is virtualization?
What is a hypervisor?
Type-1 vs Type-2 Hypervisor.
What is a data center?

. Data center tier classifications.

. What is cloud computing?

. Characteristics of cloud computing.
. laaS, Paa$, Saas differences.

. Public vs Private Cloud.

. NAS vs SAN.

. UPS and PDU functions.

. Linux server basic commands.

. Backup types.

. RPO and RTO.

20.

Server security best practices.

Last-Minute Revision Topics (Highest Priority)

1.

LN U kA WN

N S
W NPk O

14.
15.

Client-Server Architecture
Types of Servers

RAID Levels

Virtualization & Hypervisor
Data Center Tier I-IV

Cloud Computing

laaS / PaaS / SaaS

AWS, Azure, GCP

NAS vs SAN

. Backup & Disaster Recovery
. Linux Server Management

. Server Security

. Load Balancing

High Availability (HA)
Disaster Recovery (DR)

[Suggestions]
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8|Page



[CSE Career Master Guide]

[Suggestions]

2 T CTITTEA (T 2 SR 6 PICeRICHE A a3 5w cornia facw sigee 2@

Engineer (Quality), NPCBL
SQA related Job Exam Suggestions

Engineer (Quality) — Nuclear Power Plant
Company Bangladesh Ltd (NPCBL)
. Quality Engineering Fundamentals
(SreT® wFgel)
Quality s™if& &1 qizelt

e Quality Assurance (QA)

e Quality Control (QC)

¢ Quality Management System

(QmS)

e Verification vs Validation

o Defect, Error, Bug, Failure

e Quality Audit

e Quality Improvement
eFgoef o

e QA€ QC &3 Cx7 SH1=IFT F1?

e Verification 932 Validation SI?

e Quality Assurance 9g Sty 1?

3. Software Quality Assurance (SQA)
CSE TalSrss &y ACH gl o= |

Topics

e SDLC (Software Development Life

Cycle)

¢ Waterfall Model

e Agile Model

e Scrum

¢ Software Testing Life Cycle (STLC)
Testing Types

e Unit Testing

e Integration Testing

e System Testing

e Acceptance Testing

e Regression Testing

¢ Smoke Testing

e Performance Testing

e Security Testing
Frequently Asked

e Unit Testing 1?

e Regression Testing FI?

o Agile Model &3 3 $1?

9. Software Testing

Black Box Testing
e Equivalence Partitioning
e Boundary Value Analysis
White Box Testing
e Statement Coverage
e Branch Coverage
o Path Coverage
Test Artifacts
e TestPlan
e Test Case
e Test Scenario
e Bug Report

8. 1SO Standards (33 @F%)
Quality Engineer #R ¥ 253 S |

Standards
e SO 9001 (Quality Management
System)
e SO 27001 (Information Security)
e ISO 45001 (Occupational Health
and Safety)
e 1SO 14001 (Environmental

Management)
Important Questions
e ISO 9001 F1?

e 1SO 27001 951 Crwsiy FI?

¢. Nuclear Industry Quality Concepts
NPCBL-9 &=j Reereicy awg |

Topics
¢ Nuclear Safety Culture
e Quality Management in Nuclear
Facilities
¢ Configuration Management
e Risk Assessment
e Corrective Action
e Preventive Action (CAPA)

e QA Program
o Safety Classification

l|Page
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o Traceability
e Compliance
v, Database Quality & Management

DBMS
¢ Normalization
e Primary Key
e Foreign Key
e Transaction

sQL
e SELECT
e JOIN
e GROUP BY
e HAVING
e Subquery
Questions

e WHERE @32 HAVING ¢ #1|

e Primary Key vs Foreign Key |

a. Networking & Security
Network Basics

e OSI Model

e TCP/IP Model

e |P Address

[ ) DNS

e DHCP
Security

e Firewall

e VPN

[ ) IDS

[ ) IPS

e Encryption

v. Server & Data Center

Topics

e Server Types

e RAID

e Virtualization

e Backup

e Disaster Recovery
Frequently Asked

e RAID 1 @ RAID 5 @3 27|
e Virtualization I?

5. Information Security

CIA Triad
¢ Confidentiality

[Suggestions]

e Integrity

e Availability CIA
Attacks

¢ Malware

e Ransomware

e Phishing

SQL Injection

So. Project Management

Topics
e Project Planning
e Gantt Chart
e Critical Path Method (CPM)
e Risk Management
Important Questions
e SDLCSI?

e Agile vs Waterfall |
5. Documentation & Reporting

Quality Engineer 2013 @b 393 wwgf|
Documents

e SOP (Standard Operating

Procedure)

e  Work Instruction

e Audit Report

¢ Incident Report

o Test Report

e Quality Report

2. Industrial Automation & SCADA (Rt3
SFY)

Power Plant #1713 72 e |
Topics

¢ SCADA

[ ] PLC

e HMI

e DCS
Questions

e SCADAJP?

e PLC RHFE@I?

Use entity references:

e SCADA

[ ) PLC
>9. Cloud & Modern Infrastructure
Topics

¢ Cloud Computing

2|Page



[CSE Career Master Guide] [NPCBL]

e |aaS
e PaaS
e SaasS

e Virtual Machines
¢ Containers
Platforms
e AWS
e Microsoft Azure
NPCBL Engineer (Quality) — Top Priority
Topics
T T T ACF, 120 @3 3¢ 5= el 7ie:

Quality Assurance (QA)
Quality Control (QC)
Verification vs Validation
SDLC & STLC
Software Testing Types
ISO 9001
ISO 27001
Nuclear Safety Culture
Risk Management
. Database & SQL
. Networking Basics
. Information Security
. Server & Virtualization
. SCADA / PLC/ DCS
15. Documentation & Audit
Viva-Ce Y3 8147 o
e QA 932 QC &3 K #1237 FI?

=

Lo NOLAEWN

el el
A WNPFP O

e SO 9001 FI?
e Verification vs Validation F1?
e SDLC#P?

o Agile Model F?
e SQL JOIN T 2<147?
e Firewall F1?

e RAIDFP?

e Virtualization 1?

e SCADAS?

e PLCHP?

e Nuclear Safety Culture 3o S
QRT?

o CAPASI?

e Risk Assessment $I?
e Quality Audit 1?

[Suggestions]
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